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Cryptography

Exercises Enero 31, 2023

1. Modular Arithmetic

Please do the following exercises without a calculator. Solve them and if you have questions
please ask for help

1. For each of the following exercises, give the result as an integer greater or equal than 0 and less
than the module. For example —3501 méd 7 = 6.
a) —81 mdéd 90
b) —162 madd 81
¢) —100 méd 24
d) —5303 méd 63
) —3mdd 1111

(&

2. In the following exercises construct a multiplication table as we did it in class. Then see which
elements have a multiplicative inverse. For example in Zg, 5 has multiplicative inverse:2, since
5%2méd 9 = 1.

In general can you say when an element in Z, has an inverse?
3. Using the extended Euclidean algorithm, find the integer x such that 5% x mod 13 =1
4. Using the extended Euclidean algorithm, find the integer = such that 5 % x méd 7 =1

5. Find a way to convince yourself that —a méd m = m — (a méd m)



Extended Euclides(a, b)

1. U a;v<+b

2. xlel,yle(),xge(),ygel;

3. while u # 0 do

3.1. g+ |v/ul,r v —qu,x + T2 — qr1,Y < Y2 — qY1;
3.2 V4= U, U Ty Tg — T1,T1 < T, Y2 < Y1, Y1 < Y;

4. d v, To, Yy < Yo

5 return (d, z,y)

6. The following algorithm receives as input two integers a and b, and as output gives the d, the greatest
common divisor; and x and y such that d = az+by. Prove this algorithm with the pair (5,26), what
are the values of the output (d, z,y). Register the values of the variables u, v, q,r, 1, y1, Z2, Y2, T, y.

7. Use the previous algorithm to find valid keys K = (a,b), where gcd(a,n) = 1 and a~! méd n for
the affine cipher for each of the following sizes of alphabet

a) n=21
b) n=19
c) n=30

8. The function ¢(n) is called the Euler phi function and denotes the number of integers between 1 and
n for n > 1 which are relatively prime to n. We can calculate ¢(n) using the following properties:
= If p is a prime number, then ¢(p) =p —1
= If ged(m,n) = 1, then ¢p(mn) = ¢(m) - ¢(n)

w If n=p'ps? - - pi¥ is the prime factorization of n, then

1 1 1
o) =n(l— )1 ) (1= )

Using the previous definition calculate :

a) ¢(11)
b) $(101)
c) ¢(22)
d) ¢(21)
e) ¢(30)
f) o(42)

9. If the size of the alphabet is 30, how many different keys are available for affine cipher. Tip: the
Euler’s function can help you to find this number.

10. If the size of the alphabet is 19, how many different keys are available for affine cipher. Tip: the
Euler’s function can help you to find this number.

11. If the size of the alphabet is 21, how many different keys are available for affine cipher. Tip: the
Euler’s function can help you to find this number.



12. The following algorithm generates the subkeys for each round of AES, given a key of 128 bits. It
incorporates the following operations: ROTWORD(By, By, B2, Bs) performs a cyclic shift of the
four bytes By, By, B2, B3, i.e.

ROTWORD(By, By, B2, B3)= Bi, Ba, Bs, B,
SUBWORD(By, B, B2, Bs) applies S-box to each of the four bytes By, B1, Bs, Bs, i.e.
SUBWORD(By, B1, B2, Bs) = B, B}, B, B}

Rcon is an array of 10 words. These are constants that are defined in hexadecimal notation

Algorithm 3.6: KEYEXPANSION(key)

external ROTWORD, SUBWORD
RCon[l] + 01000000
RCon[2] + 02000000
RCon[3] < 04000000
RCon[4] «+ 08000000
RCon[5] « 10000000
RCon[6] + 20000000
RCon|T] + 40000000
RConl[8] < 80000000
RCon[9] «+ 1B0O00000
RCon[10] «+ 36000000
for: < 0to3
do wli] « (key[4i], key[4i + 1], key[4i + 2], key[4i + 3])
fori: « 4to43
temp — wli— 1]
if i = 0 (mod 4)
then temp « SUBWORD(ROTWORD(temp)) & RCon[i/4]
wli] « wli — 4] & temp
return (w[0], ..., w[43])

do

Using Algorithm 3.6 (shown above), generate the subkey for the first round if the key in hexadecimal
notation is AOA0A0A0 FOFOFO0F0 OFOFO0F0F 0A0AQ0AOA.

13. Given a block of plaintext of only 0’s calculate the result of the first round to encipher using AES.
Use the key and the subkey from the previous point.
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